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* MeToAONOrMA OLEHKM PUCKOB Ha YPOBHE apXMUTEKTYpPbl CUCTEM
Smart grid.

« OueHKa pUCKOB, MOAENb YrPO3 Ha OOBLEKTOBOM YPOBHE.

* O poan 3KCNEPTHbIX COObLLECTB.

* Bo3amMoOXxHble nctouHmkm tpebosaHnm V16 n ®b

- MK 15408 «Obwwne «kputepum», SDLC «lunkn 6e3onacHow
pa3paboTtkn», IEC 62351, [EC 61508, IEC 62443, IEC 62056.

* Bo3aMOXHbIe TexHMueckme NoAoXoAbl K peanv3aumm CUCTEM 3aLUuT:
CeroAHs, 3aBTpa.

* HeobxoaMMOCTb rapMOHM3aL MM NOAXOAOB.



Clgll‘)g

" Information Systems
and Telecommunication

I O HEOBXOANMOCTMN OLIEHKW
PVUCKOB Ha YPOBHE apXUTEKTYpbl
| cuctem Smart grid

- IEEE  onpepeneHne Smart Grid «kak

‘-,

KOHLenumm «MOJIHOCTbIO
MHTErPMPOBaHHOMW,CaMOpPEryINpPYyroLLENCS 7 & & @
CaMOBOCCTaHaB/IMBAKOLLENCA eK-
TPO3HEepreTNYeCcKou CUCTEMBI, MMeroLLen
CeTeBYO TOMONOTrNIO W BKJtOYarOLLen B cebs Bce
reHepupyoLWmne MCTOUYHUKK, MarnctpaibHble U
pacnpesenntesbHble CeTM U BCE  BUAbI
notpeburtenen 31IeKTPUYECKON Heprum,
yrnpaBisemMble eANHON CeTbO NHGOPMALMOHHO-
YyNpPaBAArOLWMX YCTPOUCTB U CUCTEM B pPeXume C°mmumcaﬁm_{ayer Wk
peanbHOro BPEMEHW», ope:ﬁ:,t:rp"se

Station
Field

Smart Power Grids — Talking about a Process
Revolution // IEEE Emerging Technology
Portal, 2009.
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¥rPO3bl BO3AEMCTBMA
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nocne 0oBATENLHOCTH
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YAIBUMOCTH

Hakue yAIBMMOCTH
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y
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CNOCOBLI
IKCNAYATALMM
YAIBMMOCTH

Hak
BKCMNYATHROBAN
T

MonenupoBanue yrpo3 kubep0e30nacHOCTH B pa3pese GyHKIIMOHATLHON 0€30MaCHOCTH 0ObEKTOB
anekrposHepretuku. [l. Jlapenckuii http://rza-expo.ru/doc/rza_materialy3.pdf



' O POV 3KCMNEPTHBIX COOBLUECTB
I CUIPo, PHK CUTP3, MOK

BbiBOAbI:

Pe3ynbTathl A€ATENIbHOCTM HEAOMCMONb30BaHbI.
3aBbllEHHbIE  OXWAAHWS OT  MpeanosaraeMbix
pe3ynbTaToB AeATeNIbHOCTH.

MpeanoxxeHus:

MpoBectn GAP-aHanmM3 CoOCTOAHMA pa3paboTky
OTeUeCTBEHHbIX HOPMAaTMBHO-TEXHUYECKMX
LOKYMEHTOB.

ABTOpM30OBaTb 3aMpoC Ha CO3j4aHue 3epKajbHOW
pabouen rpynnel kK D 2.46 «Cybersecurity: future
threats and impact on Electric Power Utility
organizations and operations».

vagre

« Pa6ouas rpynna CIGRE Working Group
the B5.38:

The Impact of Implementing Cyber Security
Requirements using IEC 61850 CIGRE Working
Group the B5.38, August 2010.

O TpeboBaHusAx knbepbesonacHOCTU CUCTEM
P3A.T.C. HyagenbmaH 2012

https://www.ruscable.ru/article/O trebovaniya
x_kiberbezopasnosti sistem RZA/

» Pabouas rpynna MNPr-2 B5/D2 PHK
cnrpa:

MpeanoxeHna No KOPPEKTUPOBKE
HOPMaTUBHO-MPaBOBbIX aKTOB.

MeTtoguka mogennpoBaHua yrpo3 @b u b


https://www.ruscable.ru/article/O_trebovaniyax_kiberbezopasnosti_sistem_RZA/
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PucyHok. CTpykrypa ctaHaapta IEC 62351 u B3aMMOCBA3b C HUM APYIUX CTAHAApPTOB

IEC 62351-1: Introduction

(NESCOR Cybersecurity Project)

I IEC 60870-6 TASE.2 (ICCP)

IEC 62351-2: Glossary

M3K 62351. YacTb 1. Beegenune E ﬁ I IEC 60870-5-104 & DNP3
g -g IEC 62351-3: Profiles including TCPAP
IEC 60870-5-101 & Serial DNP3
M3K 62351. YacTb 3. [puHATbIE COKpaLeHus i ﬁ |
g = IEC 62351-4: Profiles including MMS and similar Payloads | IEC 62351-7: Objects for Network Management I
TET TR — gs | IEC 61850-8-1 MMS
M3K 60870-6 TASE.2 | ———> , Yacts 3. Mlpodune, z TE : :
I BK/IOYAIOLWMIA NPOTOKON TCP/IP E B E I |EC 61850-8-1 GOOSE / -9-28V IEC 62351-5: IEC 60870-5 and Derivates | IEC 62351-8: Role based Access Control I
= =
- At £
o ¥ e 8- |EC 62351-6: IEC 61850 Profiles IEC 62351-9:Kay Management
M3K 61850 M3K 62351. Yacts 4. Npoduns, SE ] 8 | IEC 61850-8-2 MMS over XMPP I I
MMS coobwenus - & . @
BK wuin MMS coo6uy ~D
= at I IEC 61970 & IEC 61968 CIM |—-—| IEC 62351-11: Security for XML Files | IEC 62351-14: Cyber Security Event Logging |
I e M3K 62351. YacTb 5. M3K 60870-5 EE”
GSE, SMV .MYactb 5. - 7 .
—— M Npon3BoAHbIe ¥ IEC 62351100 Conformanca Testing R B ol dines
)
M3K 60870-5-104 n £ g -1: Focus on |EC 62351-5 + IEC 60870-5-) IEC 62351-90-2: Deep Packet Inspection
DNP3 2
M3IK62351. Hacts 6. MIK 61850 £ = -3: Foeus on IEC 623513 IEC 62351-90-3: Canvergent IT/OT Systems Security Monitoring Guidelines
I M3K 60870-5-104 s
nocnegoBarenbHbivi DNP -4 Focus on IEC 623514 IEC 62351-10: Security architecture guidelines for TC 57 systems
I M3K 62351. YacTb 8. Ponesoe ynpasnenue goctynom (RBAC) I -6: Focus on IEC 623516 |EC 62351-12: Resilience and Security Recommendations for Power Systems with DER
I M3K 62351. YacTb 9 anasneuue niohama I IEC 62351-13: What Security Topics Should Be Coverad in Standards and Spacifications

I M3K 62351. Yactb 10. ApxuTekTypa cuctembl 6e3onacHocTu l
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IEC TC57 WG15 Architecture of Information Standards ™ot

Electric Vehicle

DER Generator

EC 61850-90.7, §,
9,10,15 Control Center A

DER Storage

|Marknt Syslen'i | Back Office

D

Control CenterB

IEC 62325
IEC 61963

| ——1

IEC 60870-6
Scana | TASE.2ACCP
7 IEC 62351
Cybersecurity

o Substations / Field Devices,
E ‘
- | IEC 61850-
Turbine and

electric systems

Substation
Hydro systems IEC 60870.5-103 | IEC 61850
Hydroelectric/ Gas : : 5555
Turhine Power Plants Protection, Control, IEC 61850
GOOSE, SV
IEC 61850

Switchgear, Transfomers,
Instrumental Transformers

-
T

IEC 61850

I . I IEC 61850-7-210 E C 61850-7-420
IEC 60870.5-102
$15 (DHP3)
6087051011104

31072017 IECTCS7 WG15 Status 5

I[EC TC57 WG15 Status
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General

Policies and
Procedures
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Component -
Product

Terminology

@

Master Glossary of
Terms and

Abbreviations
12

System Security
Compliance Metrics

1-3

IACS Security
Compliance Metrics
14

Requirements for
an |IACS Security
Management

w System
Implementation
Guidance for
[ACS Security
ManagementSyﬂeg&

Patch @

Management in the
|IACS Environment

Security Program

Requirements for

IACS Service
Providers

Technologies for
IACS

Security Risk E
Assessment and

System Design
32

System Security ﬂ

Requirements and
Security Levels

[»]

41

Product
Development
Requirements

Technical Security IEI
Requirements for

IACS Components
42

LEGEND:
I Published

E| International Specifications

Technical Report

Webinar, Scalable Solutions for ICS Cybersecurity Assurance



'FOCT P M3K 62443
D2

" Information Systems
and Telecommunication

» T'OCT P 56205-2014 IEC/TS 62443- 1- 1:2009

«TCpMI/IHOHOFI/ISI, KOHIICHITYAJIbHBIC ITOJIOXKCHUS U MOACIIN).

= TOCT P M3JK 62443-2-1-2015

CocrapneHue nporpaMMbl 00ecrieueH st 3alUIeHHOCTH
(knOepOe30MmacHOCTH) CUCTEMBI YITPABICHUS U IPOMBIIUICHHON aBTOMATHKH.

= TOCT P MOK 62443-3-3—2016

((Tpe6OBaHI/I$[ K CUCTEMHOM 0€30IaCHOCTH U YPOBHU 0C30ITacCHOCTI.




'BOFIPOCI:I KUBEPBE3OINACHOCTHU yc re
I NOC AAC ormation Sysens

MoBblWweHne obliero ypoBHA MHGOPMATU3ALMM SHEPreTUYECKOoM

chepbl MPUBOAWT K MOBBILUEHNIO PUCKA BO3HWKHOBEHWA YWEPOA  (cpoBHDIE 10 IOKEHIS KORIEILI
(TEXHNYECKOTO N SKOHOMWYECKOTO) OT NPOTUBOMPABHbIX AEUCTBUIA. HHTE/VIEKTYAJTHbHOH 3HEPT OCHCTEMBI

OCO6eHHOCTl/| |/|3C AAC C AKTHBHO-AJATITHRHOI CETHIO
paboTa B HEMPEPbIBHOM akTUBHOM PEXUME;

NPUOPUTET 3aZaUn COXpaHeHMA QYHKLMOHANIbHOCTM CUCTEMbI Haj
3agaven obecneveHunsa ee nHGoOpMaLMOHHOM 6e3onacHOCTY;

Mpwn peannzaunmn KoHLEeNUMM MHGOPMALMOHHOM 6e30MnacHOCTK
CNesyeT yunTblBaTh:

IEC 62351.
INL Cyber Security Procurement Language 2008.
ISO/IEC 27000.
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IEC:
ISA/IEC 62443 series <

5 ISO:

Cepua TOCT P MK ISO/IEC 15408-1,2,3
62443 o Information technology -- Security
Cepvm TOCTPTOCT p|/| CK-0O p MeHTn pOBa HHbIU ;ticsgrcliqrgtes -- Evaluation criteria for
urity
P M3K 61508 NoAX0zA ISO/IEC 2700x series
NIST: Information technology -- Security
techniques

NIST 800-30 ¢
NIST 800-39

And over

> NERC CIP:
Standard CIP-002
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' TPEBOBAHMA MAO POCCETU

-

OTAnumnTenbHble YHepThbl:

[MpenozesEme 1

C x a0 «Pp
e Ty T MeTtoaonorua «Obwmx KpuTepmeB»

(Ceptudpukauma Ha OY/).

TPEEOBAHHA

K BCTPOEHHBIM CPE/JCTBAM 3AIHATEI HH®OPMAITHH C ne AO BaHWe T p eH Aa M p e ry_n 470 pa —_
ABTOMATH3HPOBAHHBIX CHCTEM
FSTERTPOCETEBOTO KOMILTERCA ®CTIK Poccum.

TpeboBaHua poBepma cbopMynpoBaHbl B
cootBetctBum ¢ TOCT P NCO/M3K 15408-
3 ©n npeacrtaB/ieHbl B BUAE OLEHOYHOrO
ypoBHSA aosepus OY/[ 4+ (ycuneHHbIN).

TpeboBaHus goBepus :

OueHka yazsumocten (AVA)



| NH®OPMALIMOHHASA BE3OMNACHOCTb U
OYHKUNOHAJIIbHAA BE3SOINACHOCTb




F TPAKTOBKA ®YHKLIMOHANBHOU
HAOEXXHOCTW

DOyHKUNOHAJIbHAA
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I'oroBHOCTH
be3oTrka3HocTh
IIpaBuwibHOCTH

Be301mm004YHoCTL

YcToM4YuBOCTD
IeaocTHOCTH
HocTynHocTh

[peaynpexnenne ommndooK
OobecnieyeHne TOJEPAHTHOCTH K OLIMOKAM

IIporno3upoBanue QyHKIHUOHAIBHBIX 0TKA30B

OmnodKu J1aHHBIX, ONIEPATOPOB, B MPOrpaMmmMax
DOYHKIHOHAJIbHbIE 0TKA3bI
HNudopmannoHHbIe aTaAKU

n.r.a N.B.INTYBUHCKHUM



| YrPO3bI ®YHKLIMOHATNBHOM @
| HALEXHOCTWY i

* MPOITPAMMHBIE OLUMNBKW: cucmemHebie, anzopummuyeckue, owubku
KOOUpOBAHUS;

» CBOVIHBIE OLUNEKWN ¢pyHKyuoHaAALHO20 Xapakmepa;

* OLWNBKW YEJTOBEKA-OITEPATOPA,;

* OWWMBKW BO BXOAHbIX AAHHbIX;

* CUCTEMATNYECKWME OLUMNBKI;

- OLLUMBKW MO OBLLEWV MPUYUHE;

* OWWBKW BCNEACTBUE MHOOPMALIMOHHBIX ATAK;

* OTKA3bl TEXHUYECKWX CPEACTB

ara. U.B.INYBUHCKUHA



'TPEEOBAHWSI K MPOLIECCY
| D2
PA3PABOTKM 1O e

MeTonosaorusi: Knaccnyeckmim puck-opmeHTUPOBaHHbIN NOAX0A,

YupagsjeHue mpoueccoM Co3aaHus IIporvo3upyembiid pe3yJbrar:
oesonacuoro 11O
Poccuinckasa pepepauus:
- TOCT P 56939-2016 «3awwuta uHdopmaumun. ° [loBbieHne kayectsa [10.
Paspabotka  6esonacHoro  nporpammHoro ° COKpalleHue COBOKYMHOM CTOMMOCTH

obecneueHms. ObLme TpeboBaHNA». pa3paboTku.

« TOCT P NCO/M3K 27034-1. BesonacHoctb ° [loBbileHune 3aLMLLEHHOCTH
NPUNOXKEHUI KOHEYHOro nNpoaykTa.
Me)xayHapoaHble MeTo40/10rMu: * [loBblWeHMe HaAeXHOCTH

« MS SDL,

* OWASP Secure SDLC Cheat Sheet.
» Cisco Security Development Life Cycle

MeTtoabl o6ecneueHna pyHKLUOHANbHOW

6e30MacHOCTI * 3awmTa oT C/lyYaunHbIX 7
CUCTEMATNYECKNX OTKA30B.
= TOCT P M3K 61508-3-2012 * [loBbllIEHME HAaAEXXHOCTW.

«TpeboBaHUs K TPOrPaMMHOMY OOECIIEUCHUIO
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'HEOBXOOVMOCTb FAPMOHM3ALINM

Design Details

@l Focus: Power Systems ISO/IEC 15408 & ISO/IEC 18045

- Focus: Information Systems

- Focus: Industrial Automation

2B 2|le Technical
0Q || 2|
© 0|w|s|S Aspects
N 9| 9 £ | n
N B S |- o
~ © ~ 5 : g
LlelR|(ale « 8
g0 5§ 2
2 LR s 236)8
Details for S wiw w w w orw g PR
- ©o :‘D\ (o)
Operations 2 8@8 8 For Products

IEEE 1686

Governance &
Policy Aspects

IEEE C37.240

ISO/IEC 19790
ISO/IEC TR 27019
ISO/IEC 27001/2

: Products
Operations Completeness

IEC DTR 62351 -13 TR © IEC 2016
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LleHTp ynpasnexus

TenemMexaHuKn

Cepsep ACY Lmo3

L ACWPSA ’] . . I]

K\CS for KICS for KICS for KICS for Kaspersky KICS for
Nodes Nodes Nodes Nodes Security Networks
Center ccu
! | |
] | ek 1 I —
NBC NC M2K 61850-8.1 =]
]
— [}
SPAN/TAP seanmar I
S 3
S g
a
- el N || 0 | 0 i
os I [ ] o — ((‘)) —
020 | fosooe | |85, B — o
WHTennekTyansHoe KoHTponnep npucoeanHeHus / GPS GPS KICS for
3NeKTPOHHOE WMHTenneKkTyankHoe aneKTpoHHoe IEEE1588 IEEE1588 Networks
ycTtpoiocTtse (IED) ycrpoioctso (BCU/IED) Sensor 2

LUmHa npouecca MOK 61850-9.2

|l
| I |

SPAN/TAP SPAN/TAP

(@)—
O6beauHaowee ObeauHAEe O6beauHaIOLIce

YCTPOWCTBO ~ YCTPOWCTBO  YCTPOHCTBO KICS for
(Merging Unit)  (Merging Unity  (Merging Unit) Networks

—CD—/x—/lT
1




[ :
3ABTPA. SAWNLLEHHBIN NAKET GOOSE/SV? _,k_t:'lgll;e

" Information Systems
and Telecommunication

f——Header MAC——— e Length = m + 8 (m=1492) ¥
| i
Destination address Source address B iy EtherType APPID Length Reserved 1 | Reserved 2 CRDRIZELIY SIS CISES
(6 octets) (6 octets) VLANTag (2 octets) (2 octets) (2 octets) (2 octets) (2 octets) APDU sequence
(4 octets) (m octets) (4 octets)
,// \\'M.,
TPID TCI APPID = application identifier CFI = canonical format indicator
U VLAN APDU = application protocol dataunit MAC = medium access cOntrol
0x8100 e D TPID = tag protocol identifier TCI = tag control information
ie pr103r1ty 1 17 VLAN = virtual local area network
bits bits bit bits
Reserved
f_'\ﬁ
Current [ _Header] | [GOOSE/SMV PDU
|
(
Secure : Extended PDU

GOOSE/SMV PDU

Authentication value
(Digital signature — HMAC)

IEC 617007
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QS| Reference Current TCP/IP Proposed Secure TCP/IP
Model Profile for MMS Profile for MMS
Transport ISO/IEC 8073 TPO ISO/IEC 8073 TPO
RFC 1006
RFC 1006 —
.'IM
Network ™ o
TCP (RFC 793) TCP (RFC 793)
IP (RFC 791) IP (RFC 791)
ARP (RFC826) \ ARP (RFC 826)
. Logical Link Control (ISO 8802) Logical Link Control (ISO 8802)
DataLink | edia Access Control (150 8803)

\

Port 102

\ Media Access Control (IS0 8803)

Port 3782

IEC 104907
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Hanaantb B3anmogencteme mexay TK16 n TK 26.

Co3gaTb CMeLlaHHY rpynny 3KCNepToB

OcywectButb rapmMoHusaumo cradHgapta MoK 62351.
Ycnaute  akTMBHOE  npucytctBue  3kcneptos PO B
npoduabHoMm komutete TK 57 M3K.

OpraHnzosaTtb 1 nposectnn HAP ana komMnaekCHOW OueHKW
BO3SMOXHOIO  BAMAHMA KmbepaTak Ha  YCTOMUMBOCTb
SHEepProcncTemMsil.

Oprannsosats n nposectn HNP n HUOKP pgna oueHkun
peann3yeMoCTu 3a/I0KEHHbIe B CTaHAAPTE KOHLenuum.
OpraHnzosatb u nposectn HAP n HNOKP no paspabotke
Tnnosblx [TK B knbep3awmueHHoM Buae.
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* BaXkHOW 3ajadven saABAAeTCA 3ajada  pas3paboTky
MHXKEHEPHbIX METOAMK pacyeTta (QYHKLMOHANbHOM
HaAEeXHOCTMW.

e CuCTeEMbl  AO/MKHbI  pa3pabaTbiBaTbCA UCXOASA W3
aHanmsa yrpo3 QyHKUMOHANbHOW HAAEXHOCTU U
MHPOPMaLMOHHOW 6€30NacHOCTMW.

B ycnoBmAx  HeobBXoAMMOCTM  YAOBAETBOPATH
KOMMaekcy TpeboBaHMM NO  PYHKUMOHANbHOW
HafeXHOCTK, 6e30nacHOCTK, Haanudna TpeboBaHnM
no ObICTPOAENCTBNIO  TENEKOMMYHWKALMOHHbIX
NPOTOKO/IOB, ONTUMANbHOCTM 3aTpaT peanmsayums
KOoHuenuwmn «secure by design» (BCTpPOEHHbIX
cpeacts 3awmtbl MHGOPMaLMM B MPOMbILUNEHHbIX
cuctemax _ aBToMaTtm3auum), TpeboBaHUU
6e3onacHon pa3paboTkn — BbIMAAUT Haumbonee
nepcnekTUBHO.
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