
Ɋɚɡɥɢɱɧɵɟ ɚɫɩɟɤɬɵ ɩɨɫɬɪɨɟɧɢɹ 
ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɨɣ ɚɪɯɢɬɟɤɬɭɪɵ Цɉɋ 

Ʌɨɩɭɯɨɜ Иɜɚɧ ȼɥɚɞɢɦɢɪɨɜɢɱ 

 

ɉɪɟɞɫɬɚɜɢɬɟɥɶɫɬɜɨ Moxa Inc. ɜ Ɋɨɫɫɢɢ 



Confidential 

MOXA – ɝɥɨɛɚɥɶɧɨɟ ɩɪɢɫɭɬɫɬɜɢɟ 

• ɉɨɫɬɨɹɧɧɵɣ ɭɱɚɫɬɧɢɤ IEC TC57 WG10  (Ɏɪɚɧɰɢɹ) 

• Кɨɥɥɟɤɬɢɜɧɵɣ ɱɥɟɧ CIGRE 

• ɍɱɚɫɬɧɢɤ ɪɚɛɨɱɟɣ ɝɪɭɩɩɵ UCAIug IOP ɢ ɤɨɧɮɟɪɟɧɰɢɣ PACWorld 

• ɍɱɚɫɬɧɢɤ ɫɢɦɩɨɡɢɭɦɨɜ ISPCS 

 

 

Confidential 



ȼɵɱɢɫɥɢɬɟɥɶɧɵɟ ɢ ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɟ 
ɤɨɦɩɨɧɟɧɬɵ ȺɋɍɌɉ Цɉɋ 

Confidential 

  

ȼɵɱɢɫɥɢɬɟɥɶɧɵɟ 
ɩɥɚɬɮɨɪɦɵ:  

SCADA-ɫɟɪɜɟɪ, 

ɤɨɦɦɭɧɢɤɚɰɢɨɧɧɵɣ ɫɟɪɜɟɪ, 

ɩɪɟɨɛɪɚɡɨɜɚɬɟɥɶ ɩɪɨɬɨɤɨɥɨɜ, 

ɫɟɪɜɟɪ ɤɢɛɟɪ-ɛɟɡɨɩɚɫɧɨɫɬɢ 

  

Ʉɨɦɦɭɧɢɤɚɰɢɨɧɧɚɹ 
ɢɧɮɪɚɫɬɪɭɤɬɭɪɚ: 

Кɨɦɦɭɬɚɬɨɪɵ Ethernet, 

ɲɥɸɡɵ ɞɚɧɧɵɯ, 
ɩɪɟɨɛɪɚɡɨɜɚɬɟɥɢ 
ɢɧɬɟɪɮɟɣɫɨɜ 

Ɋɟɲɟɧɢɟ 



Confidential 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 

ɇɚɞɟɠɧɨɫɬɶ 

Ʉɪɢɬɢɱɟɫɤɢɟ ɮɚɤɬɨɪɵ ɞɨɫɬɭɩɧɨɫɬɢ ɋɉȾ 

ɍɩɪɚɜɥɹɟɦɨɫɬɶ 

ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

1. ɍɪɨɜɟɧɶ ɤɨɦɩɨɧɟɧɬɨɜ (ɭɡɥɨɜ) 
2. ɍɪɨɜɟɧɶ ɫɟɬɢ 

   Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 



Ɍɟɩɥɨ 
Ɋɚɞɢɚɬɨɪ ɪɚɫɩɨɥɨɠɟɧ 

ɛɥɢɡɤɨ ɤ ɢɫɬɨɱɧɢɤɚɦ 

Ȼɨɥɶɲɨɣ ɪɚɞɢɚɬɨɪ 
Бɨɥɶɲɚɹ ɩɨɜɟɪɯɧɨɫɬɶ ɞɥɹ 
ɛɵɫɬɪɨɝɨ ɪɚɫɫɟɢɜɚɧɢɹ 
ɬɟɩɥɚ 

Ɍɟɩɥɨɜɵɟ ɬɪɭɛɤɢ 
Ɉɱɟɧɶ ɜɵɫɨɤɚɹ ɬɟɩɥɨɩɪɨɜɨɞɧɨɫɬɶ (ɜ 90 
ɪɚɡ ɛɨɥɶɲɟ ɱɟɦ ɭ ɚɧɚɥɨɝɢɱɧɵɯ ɦɟɞɧɵɯ 
ɷɥɟɦɟɧɬɨɜ ) 

Мɨɞɟɥɢɪɨɜɚɧɢɟ ɧɚɝɪɟɜɚ Мɨɞɟɥɢɪɨɜɚɧɢɟ ɤɨɧɜɟɤɰɢɢ 

ɉɚɬɟɧɬɨɜɚɧɧɚɹ ɫɢɫɬɟɦɚ ɨɯɥɚɠɞɟɧɢɹ 
Бɨɥɶɲɚɹ ɜɵɱɢɫɥɢɬɟɥɶɧɚɹ ɦɨɳɧɨɫɬɶ ɢ ɛɟɡɜɟɧɬɢɥɹɬɨɪɧɚɹ ɤɨɧɫɬɪɭɤɰɢɹ 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ    ɍɪɨɜɟɧɶ ɭɡɥɨɜ 



Noise GuardTM 
ɉɟɪɟɞɚɱɚ ɞɚɧɧɵɯ ɛɟɡ ɩɨɬɟɪɶ 

Confidential 

•   ɉɪɟɜɨɫɯɨɞɢɬ ɬɪɟɛɨɜɚɧɢɹ IEEE 1613 Class 2 

•   ɉɪɨɜɟɪɟɧɧɚɹ ɢɫɩɵɬɚɧɢɹɦɢ ɩɟɪɟɞɚɱɚ ɛɟɡ ɩɨɬɟɪɶ 

 Ɉɩɬɢɦɢɡɢɪɨɜɚɧɧɚɹ ɤɨɧɫɬɪɭɤɰɢɹ 
ɉɚɫɫɢɜɧɚɹ ɫɢɫɬɟɦɚ ɨɯɥɚɠɞɟɧɢɹ 

 ɉɨɞɨɛɪɚɧɧɵɟ ɤɨɦɩɨɧɟɧɬɵ 
ɉɟɪɟɪɚɛɨɬɚɧɧɵɣ ɨɩɬɢɱɟɫɤɢɣ ɬɪɚɧɫɢɜɟɪ 

 ɍɫɨɜɟɪɲɟɧɫɬɜɨɜɚɧɧɵɣ Ȼɉ 
ɇɨɜɨɟ ɫɯɟɦɨɬɟɯɧɢɱɟɫɤɨɟ ɪɟɲɟɧɢɟ 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ    ɍɪɨɜɟɧɶ ɭɡɥɨɜ 



Confidential 

Standard Typical re-config time Remark

Available 

since

STP Spanning Tree IEEE802.1 30s
any topology / mesh, 

diameter limited
1990

RSTP Rapid Spanning Tree IEEE802.1 2s
any topology / mesh, 

diameter limited
2001 / 2004

CRP Cross Network Protocol IEC 62439-2008
1 s worst case for 512 

end nodes

any topology / duplicated 

networks 

BRP Beacon Redundancy Protocol IEC 62439-2008
4,8 ms worst case for 

500 end nodes

Two top switches with star, 

line or ring 
-

DRP Distributed Redundancy Protocol Future release of IEC 62439
100 ms worst case for 50 

switches
ring, double ring -

MRP Media Redundancy Protocol IEC 62439-2008 200ms 50 switches ring
1998 (1) / 

2007

Fast MRP Media Redundancy Protocol IEC 62439-2 (2010)
30ms (50 switches)  

10ms (15 switches)
ring 2007(2) 

PRP Parallel Redundancy Protocol IEC 62439-2008 0ms
any topology / duplicated 

networks
2008

Optimized RSTP Rapid Spanning Tree IEC 62439-1 (2010) 5..20ms per hop
limited to special config 

set
2008

HSR High Available Seamless Ring IEC 62439-3 (2010) 0ms ring -

Protocol

ɉɪɨɬɨɤɨɥɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ IEC 62439 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ        ɍɪɨɜɟɧɶ ɫɟɬɢ 



Confidential 

IED 

IED 

IED 

IED 

IED 

IED 

IED 

IED 

Switch 

Workstation Scada 
Network 

Clock 

Switch 

Turbo Ring 

Switch Switch Switch Switch 

Turbo Chain Turbo Chain 

Ɍɟɯɧɨɥɨɝɢɢ MOXA Turbo Ring/Turbo Chain  

Ɋɟɡɟɪɜɢɪɨɜɚɧɢɟ ɧɚ ɨɫɧɨɜɟ 
ɤɨɥɶɰɟɜɵɯ ɬɨɩɨɥɨɝɢɣ 

Хаɪакɬɟɪиɫɬики 

• Сɟɝɦɟɧɬɢɪɨɜɚɧɢɟ ɫɟɬɢ 

• Пɪɨɫɬɨɬɚ ɞɢɚɝɧɨɫɬɢɤɢ 

• Turbo Ring/Turbo Chain  - ɜɪɟɦɹ 
ɜɨɫɫɬɚɧɨɜɥɟɧɢɹ <20ms (FE)  

Switch Switch Switch 

Bay1 Bay2 Bay3 Bay4 

Reference: IEC 61850-90-4 7.3.1.3.1 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ       ɍɪɨɜɟɧɶ ɫɟɬɢ 



Confidential 

Ʉɨɦɛɢɧɢɪɨɜɚɧɢɟ ɩɪɨɬɨɤɨɥɨɜ  
HSR/PRP c RSTP 

PRP/HSR Switch 

3-port RedBox 

PRP/HSR 

Computer 

PRP/HSR Module 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ       ɍɪɨɜɟɧɶ ɫɟɬɢ 



Confidential 

ɋɨɟɞɢɧɟɧɢɟ ɫɟɝɦɟɧɬɨɜ HSR ɱɟɪɟɡ  
Quadbox 

Ɋɚɡɞɟɥɟɧɢɟ ɫɟɝɦɟɧɬɨɜ ɫ 
ɩɨɦɨɳɶɸ HSR-ɤɨɥɟɰ ɫ  
ɞɭɛɥɢɪɨɜɚɧɧɵɦ 
ɫɨɟɞɢɧɟɧɢɟɦ ɱɟɪɟɡ 
Quadbox 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ       ɍɪɨɜɟɧɶ ɫɟɬɢ 



Confidential 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 

ɇɚɞɟɠɧɨɫɬɶ 

Ʉɪɢɬɢɱɟɫɤɢɟ ɮɚɤɬɨɪɵ ɞɨɫɬɭɩɧɨɫɬɢ ɋɉȾ 

ɍɩɪɚɜɥɹɟɦɨɫɬɶ 

ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

   Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 

1. ɉɪɢɨɪɢɬɟɡɚɰɢɹ ɩɚɤɟɬɨɜ 

2. ɋɢɧɯɪɨɧɢɡɚɰɢɹ ɱɚɫɨɜ 

 



Confidential 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ   ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

QoS ɞɥɹ ɆЭɄ 61580 
• ɉɪɢɨɪɢɬɟɡɚɰɢɹ ɞɚɧɧɵɯ ɤɪɢɬɢɱɟɫɤɨɣ ɜɚɠɧɨɫɬɢ 

QoS = Quality of Service 

Кɥɚɫɫɢɮɢɤɚɰɢɹ 

Ȼɭɮɟɪ ɧɚ ɨɬɩɪɚɜɤɭ 

Иɫхоɞящиɟ каɞɪы 

High  

Medium 

Normal 

Low 

. . . 

Ɉɛɵɱɧɚɹ ɨɱɟɪɟɞɶ 

Ɉɱɟɪɟɞɶ ɆЭɄ 61850 

ȼɫɟɝɞɚ ȼɵɫɲɢɣ ɩɪɢɨɪɢɬɟɬ GOOSE/SMV/PTP 

GOOSE 

GOOSE GOOSE 

GOOSE ɜ ɩɪɢɨɪɢɬɟɬɟ, 

 ɧɨ ɜɫё ɪɚɜɧɨ ɜɨɡɦɨɠɧɨ ɨɠɢɞɚɧɢɟ 

SMV 

Вхоɞящиɟ каɞɪы 



Confidential 

Slave Slave Slave 

IEEE 1588v2 PTP – ɫɯɟɦɵ ɪɟɚɥɢɡɚɰɢɢ 

PSCADA 
Printer 

Switch 

MU MU MU 

Bay1 Bay2 Bay4 

Switch 

Bay3 

(IEEE 1588 Reference Clock) 

GPS 

TC 
TC 

TC TC TC 

Slave 

Slave 

TC TC 

Master Clock 

ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

Slave 

Slave 

Slave 

Slave 

Slave 

Slave 

IED IED 

IED 

IED 

IED IED 

IED 

IED 

Switch 

Switch Switch 

Switch Switch 

Architecture Practice 



Confidential 

Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 

ɇɚɞɟɠɧɨɫɬɶ 

Ʉɪɢɬɢɱɟɫɤɢɟ ɮɚɤɬɨɪɵ ɞɨɫɬɭɩɧɨɫɬɢ ɋɉȾ 

ɍɩɪɚɜɥɹɟɦɨɫɬɶ 

ɉɪɨɢɡɜɨɞɢɬɟɥɶɧɨɫɬɶ 

   Дɨɫɬɭɩɧɨɫɬɶ ɫɟɬɢ 

1. ɉɪɨɚɤɬɢɜɧɵɣ ɦɨɧɢɬɨɪɢɧɝ ɭɡɥɨɜ 

2. Дɢɚɝɧɨɫɬɢɤɚ ɫɟɬɢ ɱɟɪɟɡ MMS 

 



FiberCheckTM 
Ⱦɢɚɝɧɨɫɬɢɤɚ ɨɩɬɢɱɟɫɤɢɯ ɩɨɪɬɨɜ ST/SC/SFP 

Confidential 

• ɇɚɛɥɸɞɟɧɢɟ ɡɚ ɩɚɪɚɦɟɬɪɚɦɢ: 

Ɍɟɦɩɟɪɚɬɭɪɚ, Ɋɚɛɨɱɟɟ 
ɧɚɩɪɹɠɟɧɢɟ, ɋɢɥɚ ɫɢɝɧɚɥɨɜ Tx/Rx  

• Ⱥɜɬɨɨɩɨɜɟɳɟɧɢɟ: 

SNMP trap, Ɋɟɥɟ, Email, MMS, 

Жɭɪɧɚɥ ɫɨɛɵɬɢɣ 
Ɇɨɧɢɬɨɪɢɧɝ ɫɨɫɬɨɹɧɢɹ ɩɨɪɬɨɜ 
ɧɟɨɛɯɨɞɢɦ ɞɥɹ ɩɪɟɜɟɧɬɢɜɧɨɝɨ 

ɨɛɫɥɭɠɢɜɚɧɢɹ 

ɋɟɪɢɹ PT-7528 

ɋɟɪɢɹ PT-G503 

  Мɨɧɢɬɨɪɢɧɝ ɭɡɥɨɜ 



Confidential 

ɉɪɨɚɤɬɢɜɧɵɣ ɦɨɧɢɬɨɪɢɧɝ 

• ɍɬɢɥɢɬɚ ɞɥɹ PRP/HSR ɞɢɚɝɧɨɫɬɢɤɢ 

• SNMP/MMS ɤɥɢɟɧɬ 

• ɍɬɢɥɢɬɚ/ɛɢɛɥɢɨɬɟɤɢ ɨɫɧɨɜɧɵɯ ɩɚɪɚɦɟɬɪɨɜ ɫɟɪɜɟɪɚ 

• Бɢɛɥɢɨɬɟɤɢ ɞɥɹ ɩɨɞɤɥɸɱɟɧɢɹ ɦɨɞɭɥɟɣ ɜ/ɜɵɜɨɞɚ 

1. Ƚɨɬɨɜɵɟ ɭɬɢɥɢɬɵ ɞɥɹ Ɉɋ Windows ɢ Linux  

2. Windows & Linux API 

  Мɨɧɢɬɨɪɢɧɝ ɫɟɪɜɟɪɨɜ 



ɉɨɞɞɟɪɠɤɚ ɆЭɄ 61850-90-4 (MMS) 
ɍɩɪɚɜɥɟɧɢɟ ɫɟɬɶɸ 

Confidential 

ɆЭɄ 61850-90-4: Ɋɭɤɨɜɨɞɹɳɢɟ ɭɤɚɡɚɧɢɹ ɩɨ ɩɪɨɟɤɬɢɪɨɜɚɧɢɸ ɫɟɬɟɣ 

Мɨɧɢɬɨɪɢɧɝ ɫɨɫɬɨɹɧɢɹ ɫɟɬɢ – ɡɚɞɚɱɚ ɩɟɪɜɨɣ ɧɟɨɛɯɨɞɢɦɨɫɬɢ. Еɫɥɢ ɧɚ ɫɟɬɶ 
ɜɨɡɥɨɠɟɧɚ ɩɟɪɟɞɚɱɚ ɞɚɧɧɵɯ ɤɪɢɬɢɱɟɫɤɢɯ ɪɚɫɩɪɟɞɟɥёɧɧɵɯ ɮɭɧɤɰɢɣ, ɞɨɥɠɧɵ ɛɵɬɶ 
ɢɫɩɨɥɶɡɨɜɚɧɵ ɦɟɯɚɧɢɡɦɵ ɪɟɡɟɪɜɢɪɨɜɚɧɢɹ ɞɥɹ ɨɬɪɚɛɨɬɤɢ ɩɟɪɜɢɱɧɨɝɨ ɨɬɤɚɡɚ. 
Цɟɧɬɪɚɥɢɡɨɜɚɧɧɨɟ ɭɩɪɚɜɥɟɧɢɟ ɫɟɬɶɸ ɩɨɞɫɬɚɧɰɢɢ ɹɜɥɹɟɬɫɹ ɧɟɨɛɯɨɞɢɦɵɦ 
ɮɭɧɤɰɢɨɧɚɥɨɦ ɫɢɫɬɟɦɵ. 

• ȼɫɬɪɨɟɧɧɵɣ MMS-
Server ɢɥɢ SNMP-
Server 

• Ɏɭɧɤɰɢɨɧɚɥ 

– Ɉɩɨɜɟɳɟɧɢɟ ɩɨ 
ɫɨɛɵɬɢɸ 

– ɋɛɨɪ ɞɢɚɝɧɨɫɬɢɱɟɫɤɢɯ 
ɞɚɧɧɵɯ 

– Кɨɧɮɢɝɭɪɢɪɨɜɚɧɢɟ 
ɤɨɦɦɭɬɚɬɨɪɚ 

    Мɨɧɢɬɨɪɢɧɝ ɫɟɬɢ 



ȺɋɍɌɉ ɉɋ ɧɚ ɛɚɡɟ ɉɌɄ IRIS 

Confidential 



Confidential 

PT-G7728/G7828 ɤɨɦɦɭɬɚɬɨɪ ɲɢɧɵ 
ɫɬɚɧɰɢɢ ɢ ɲɢɧɵ ɩɪɨɰɟɫɫɚ 



© 2015 Moxa Inc. All rights reserved. 

ɋɩɚɫɢɛɨ 

Ʌɨɩɭɯɨɜ Иɜɚɧ ȼɥɚɞɢɦɢɪɨɜɢɱ 

 
ɉɪɟɞɫɬɚɜɢɬɟɥɶɫɬɜɨ Moxa Inc. 

 ɜ Ɋɨɫɫɢɢ 

 

Ivan.Lopukhov@moxa.com 


