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PelwweHune

BbluncnurenbHble U KOMMYHUKALUOHHLIE
komnoHeHTbl ACYTI UINC

Supstation Local SCADR Cammunization Gaf

Native PRP/HSR Computer for Naftve PRP/HSA Camputes fr
Netaork Anstyzer NEwork Ansiyse

oaE20

BbluncnurenbHble
nnatgopmbil:
SCADA-cepBep,
KOMMYHUKaLMOHHbIN CepBep,
npeobpasoBaTenb NPOTOKOOB,
cepBep knbep-6e3onacHocTn

Statlon Bus

KommyHukaumoHHas
UHd(pacTpyKTypa:
KommyTartopsbl Ethernet,
LLSTHO3bl AaHHbIX,
npeobpasoBaTenu
NHTEepdgencos
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Kputnuyeckue cpakropbl goctynHoctu CINa

Mpoun

- AOCTYNHOCTH

HOCTb

Yn

1. YpoBeHb KOMMNOHEHTOB (y3510B)
2. YpoBeHb ceTu
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YpoBeHb y3510B

[TlaTeHTOBaHHaA cuctema oxnaxaeHus

bonbluaga BblymncnuTenbHast MOLWHOCTb U 6e3BeHTI/IJ'IFITOpHaFI KOHCTPYKUUA

FoTHERM FloTHERM
0 fal_Fowe end

320._fisal_howes orsly

TennoBble TPYOKK

OueHb BbICcOKasi TennonpoBoaHocTb (B 90
pa3 Gonblue YeM Y aHaNOMMYHbIX MEAHbIX
3N1EMEHTOB )
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MOD,eJ'II/IpOBaHMe Harpesa

Bonbwown paguaTtop
BonbLas NOBEPXHOCTb AJ14
6bICTpOl'O paccenBaHusA
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Pagnatop pacnosnoxeH
OnMnM3Ko K UCTOYHUKAM




Noise

Noise Guard™ Guard

Nepepaya gaHHbIX 6€3 noTepb

* [MpeBocxogut TpedboBaHuaA IEEE 1613 Class 2
« [lpoBepeHHasa uUcnbITaHUAMM Nepenada 6e3 nortepb
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YpoBeHb ceTu

[MpoTokonbl pe3sepupoBaHus IEC 62439

Available
Protocol Standard Typical re-config time |Remark since
STP Spanning Tree IEEES02.1 30s any topology / mesh, 1990
diameter limited
RSTP Rapid Spanning Tree IEEES02.1 2s any topology / mesh, 2001 / 2004
diameter limited
CRP Cross Network Protocol IEC 62439-2008 15 worst case for 512 |any topology / duplicated
end nodes networks
BRP Beacon Redundancy Protocol  |IEC 62439-2008 4,8 ms worst case for | Two top switches with star, ;
500 end nodes line or ring
DRP Distributed Redundancy Protocol |Future release of IEC 62439 ;\?v(i)tcnr:zsworSt case for 50 ring, double ring -
. . . 1998 (1) /
MRP Media Redundancy Protocol IEC 62439-2008 200ms 50 switches ring 2007
. 30ms (50 switches) .
Fast MRP Media Redundancy Protocol IEC 62439-2 (2010) 10ms (15 switches) ring 2007(2)
PRP Parallel Redundancy Protocol  |IEC 62439-2008 Oms any topology / duplicated 2008
networks
Optimized RSTP |Rapid Spanning Tree IEC 62439-1 (2010) 5..20ms per hop limited to special config 2008

set

HSR

High Available Seamless Ring

IEC 62439-3 (2010)

Oms

ring
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YpoBeHbL ceTn

Pe3epBupoBaHne Ha OCHOBe

KOJibLeBblIX TONONOrnMn
TexHonormmn MOXA Turbo Ring/Turbo Chain

Scada

Workstation

Network
Clock

"o

Xapakmepucmuku

» CeameHmMupogaHue cemu
» [Ipocmoma duazgHoCMuKu
» Turbo Ring/Turbo Chain - epems

Turbo Ring <20
M m 80CCMaHOB/EHUS ms (FE)
Turbo Chain Turbo Chain
—‘E Switch q E Switch q‘ ‘E Switch i @‘
IED J IED J IED IED
IED IED IED IED
Bay1 Bay2 Bay3 Bay4
Reference: IEC 61850-90-4 7.3.1.3.1
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KoMOnHupoBaHue npoToKOnoB

HSR/PRP ¢ RSTP

PRP/HSR
Computer

PRP
3-port RedBox K

3-Port PRP/
HSR RedBox

PRP/HSR Switch

PRP/HSR
= Ethernet Switch

MergngUnk  Inteligent  Merging Linit  Intaligent Merging Unit  Intalligent Merging Unit  Intaligent Mator
(RSTP) ControlUnit  (RSTP)  Control Uit (HER) Control Unk  (HSR) Control Uni

(FEF) b s et ] PRP/HSR Module

Existing Bay New Bay
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CoeouHeHue cermeHToB HSR yepes

Quadbox

Pa3ageneHuve cerMeHToB C
nomouwibio HSR-koney ¢
AyOnUpoBaHHbIM
coeguHEeHUueMm 4yepes
Quadbox
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Kputnuyeckue cpakropbl goctynHoctu CINa

1. TNpuoputesaumsa naketos
2. CUHXpOHM3aUUAa YacoB

Mpoun

- AOCTYNHOCTH
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Yn
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QoS ans M3K 61580

« [MpnopuTtesaumns AaHHbIX KPUTUYECKOW BAXXHOCTH

Ouyepenb MIOK 61850

Ucxoosiwyue kadpbi

)

Bceraa BbiCcliui npuopurter
GOOSE B npuopurerte,

HO BCE paBI-IO BO3MOXHO OXXuaaHue

%
,:
I
I
’
I
l
l

Bydep Ha oTnpaBKy

Bxodsiujue kadpbli

“3

Knaccudpukaumsa Qg Liynas ouepeab

QoS = Quality of Service
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[Mpon3BoanTENLHOCTL

IEEE 1588v2 PTP — cxembl peanunsauum

Sync Stream
e2e Delay Measurement

Sync Stream
p2p Delay Measurement

Architecture Practice

Printer

PSCADA

Master Clock

ey

X
(IEEE 158 ence Clock) @
F =

GPS

Switch

Bay4

Switch

Switch
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Kputnuyeckue cpakropbl goctynHoctu CINa

1. TlpoaKkTUBHbIN MOHUTOPWHT Y3508
2. [OwarHoctuka cetn yepe3 MMS
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FiberCheck™

OwnarHoctuka ontudeckux noptoB ST/SC/SFP

Relay Warning Events Settings

System Events
[“|Override Relay Warning Settings

Power Input 1 failure(On-=0ff) | Disable [~ |

Turbo Ring Break Disable [~ DDM Power Warning| Disable [+]

Port Events
R Threshold(%)
L - . :
12 |1— -
13 - -

Power Input 2 failure(On->0ff) | Disable [«

« HabnogeHve 3a napameTpamu:
Temnepatypa, Pabouyee

Cepun PT-G503 HanpskeHue, Cuna curHanoB Tx/Rx

 ABTOONOBeELUEeHUe:
SNMP trap, Pene, Email, MMS,
XXypHan cobbITUmn

MOHUTOPUHI COCTOSIHUA NOPTOB
HeobxoauM ANA NPeBeHTUBHOro
oGcnyXXuBaHus
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IMIOHUTOPWHI CepBEPOB Praactiv&’/\,\\_

Monitoririg. 4,

[MpoakTUBHbLIN MOHUTOPUHT

 Ytunuta pna PRP/HSR gmnarHoctukun

« SNMP/MMS knueHT

o  YTuUnnta/onbnnotekn oCHOBHbLIX NapaMeTpPOB CepBepa
« bnbnuotekn ans nogknoyYeHUs Mmoayren B/BoiBoaa

Hardware Monitoring Performance Monitoring
(BIOS) (Windows Task Manager)

1. TotoBble ytunutbl ana OC Windows u Linux
2. Windows & Linux API
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Noaaepxka MK 61850-90-4 (MMS)

YnpaBneHue ceTbio

M3K 61850-90-4: PykoBoasiLme yKkasaHUsA NO MPOEKTUPOBaHUIO ceTen
MoHumopuHa cocmosiHusi cemu — 3adada rnepesou Heobxooumocmu. Ecnu Ha cemb
803/10KeHa rnepedada 0aHHbIX Kpumu4ecKux pacripedeniéHHbIX (hyHKUUU, OO/mKHbI bbimb
UCrosib308aHbl MexaHU3Mbl pe3epsuposaHusi 051 ompabomku rnepeuyHoO20 omkasa.
LleHmpanu3oeaHHoe yripasrieHue cembto nodcmaHyuu sersiemcs HeobxooumMbIM
YHKUUOHAaIoM cucmemail.

p— fEEER semeem 7"« BCTpPOEHHbIn MMS-
Power | =i e wme W W Server unu SNMP-
SCADA
o o o e Server

*  @yHKUMOHanN
— OnoselleHne no

- - COBObITUIO
MMS Server BRCRCA MS Server — C6op AMarHoCTUYeCKnX
Protection OAHHbIX
— KoHdurypuposaHue
KoMMyTaTopa
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ACYTI NC Ha 6a3e NTK IRIS

[uCneT4epCKui LeHTp
oo
AUCTETHEPCKOTO
AC CO «E3C» LexTpa
@ GPS/TTIOHACC POV L | b
-
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I A A A B CTaHUMOHHBI
] . - § - yPOBEHb
COEB APM ARIS-SCADA Cepsep ACY T , o KOMMYHUKALMOHHBIA 2 % S8 Cepaepb! CCMTH
ARIS-SCADA ; g% KOHTponnep ARIS CS 2z éé‘ Ha 6a3e ARIS CS
|88 A 83 e
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( = Luxa cTanumu (Station Bus) Ethernet M3K 61850-8-1 (GOOSE, MMS) g
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YpoBeHb
I_ I—I \EI |E| IEI npucoenuuenun

KoHTponnepsl TepmuHans! P3A/ Tepmuuan CyeTyukn 33
NPUCOANHEHUS NA/OMI/PAC PMU ARIS EM
PTP ARIS C30x
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PT-G7728/G7828 kommyTaTOp LUHbLI
CTaHUMM U LLUMHBI NpoLlecca
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