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Devising a robust cyber-security strategy to guard against emerging
attacks on IEC 61850 enabled infrastructures

Prepared by: Adam Gauci, Cybersecurity Program Manager, Schneider Electric
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Cyber attacks on industrial control systems are
growing exponentially

Trends
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component breakdowns grid blackout
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There are many other Malware specifically targeting PLCs, SCADA and Control

Systems, like Havex, IronGate, Gauss, Duqu, Shamoon, Flame, etc. i
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IT Security
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IEC 62443

System

ntegqrator

Asset owner

Operates site-specific solution
ISAVIEC 6244321
ISAVIEC 62443.2.3
ISAIEC 6244313

Integrates products into a
solution (design and deployment)
ISAVIEC 62443-2-4

Configured for intended environment (project/ite specific)

-

Operational and maintenance capabllities
(policies and procedures)

+

Automation solution
(Technical security requirements - ISA/IEC 62443-3-3)

Complementary

Subsystem 1 hardware and
software

Includes a configured instance of the productis)

Product

supplier

Develops using security life cycle
ISANEC 62443-41

Off-the-shelf product designed for Intended use-case

Product
(Technical security requirements -
ISAIEC 62443-3-3, ISAVIEC 62443-4.2)

Embedded Network Host devices
devices components

Applications

System, subsystom, and components examples
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All stakeholder are involved in the protection of the plant during plant life cycle

Product supplier Product
development
Control System Deliverable
as a combination of Asset Owner | Requirement of a
PLCs | Network HMIs Software specification phase
Devices | [ PC devices
| Required protection level
of the plant _
Project System FAT (Commissionin Operation
phases Design SAT 9 | Maintenance
System . . . . Asset
Integrator Solution Solution Solution Solution Owner
Project Project Security Security
Solution application application settings settings Plant
deplovment Configuration Configuration operation
ePoy User Mgmnt User Mgmnt Operational Operational °
Security Security pl . d PI . d
settings settings policies an policies an
procedures procedures
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IEC 62443 Security Levels

Security ..

SL-4 Protection against intentional violation using
sophisticated means with extended resources,
IACS specific skills and high motivation

SL-3 Protection against intentional violation using
sophisticated means with moderate resources,
IACS specific skills and moderate motivation

SL-2 Protection against intentional violation using
simple means with low resources, generic skills
and low motivation

SL-1 Protection against casual or coincidental
violation
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Example Risk Matrix

Remote Unlikely Possible Likely Certain
Trivial -
S
Moderate SL-3 SL-3
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Know where to start

* Risk assessments based on ISO 27005 and IEC
62443 methodologies.

* Deliverable: Detailed report highlighting the various
risks of the system, its components and processes.

Vulnerability management -

Policy and Standards Fram

Patch management

Monitoring

Access Management
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Application Security

Security Posture
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_Business Continuity

----- —— Architecture

Host Securlity

Network Security

Asset managemnt

Current State
~— Future State
~a— Benchmark

TASK

Vulnerability level

InseCune open ports

TCP 13% METBIOS

TCP 3383 RDP

TCR 21 FTP

UDP 5004 RTP

UDF 445 M5 SMB File Sharing

Disabled

Managed via FW Policy
Closed via FW Palicy
Required for Application
Required for AV Updates

INseCUre runNning sersices

Internet Information Service

Uninstalled

FTP Server Service Closed via FW Policy
Terminal Services Uninstalled
AV client McAfea 8.7 Unchanged
AV DEFs April 2 2011 Current Date
AV auto update Hone Added to auto eFO update
AV scheduled scan Mone Yes / Monthly / Day 1/ 1AM
BV Seans run recenthy Mane Yies — Clean
AW buffer overflow Enabled Unchanged
protection
Security and system Yes [ Local f 512K8 | 7 days Yes f Local f 1024KB J 90 days
| FORRING
Complex Admin None Added complex password,
password shared with site team
Decoy Admin account None Decoy admin accaunt created
Default acoounts In use Disabled
Garned Mot installed Un¢hanged
Intermet Infiarmation Installed Required
SErvitEs
Language comgdlers Mot installed Unchanged
Unused netwark Mot imstalled Unehanged
COM POnEnts
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Identify critical cyber assets

Implement a
Cyber Defense

Minimize access to your most
sensitive information

Implement patch
management policies 04 [E

Develop a disaster
recovery and response plan ?
y ponse p ',f

Monitor cyber systems for attacks
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