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Cyber  attacks on industrial control systems are 

growing exponentially 
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There are many other Malware specifically targeting PLCs, SCADA and Control 

Systems, like Havex, IronGate, Gauss, Duqu, Shamoon, Flame, etc.
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IEC 62443
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IEC 62443 Security Levels

Security 

Level
Description

SL-4 Protection against intentional violation using 

sophisticated means with extended resources, 

IACS specific skills and high motivation

SL-3 Protection against intentional violation using 

sophisticated means with moderate resources, 

IACS specific skills and moderate motivation

SL-2 Protection against intentional violation using 

simple means with low resources, generic skills 

and low motivation

SL-1 Protection against casual or coincidental 

violation



Example Risk Matrix

Likelihood

Remote Unlikely Possible Likely Certain

Im
p

a
c

t

Trivial SL-0 SL-1 SL-1 SL-1 SL-1

Minor SL-1 SL-1 SL-2 SL-2 SL-2

Moderate SL-1 SL-2 SL-2 SL-3 SL-3

Major SL-1 SL-2 SL-3 SL-4 SL-4

Critical SL-1 SL-2 SL-3 SL-4 SL-4
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• Risk assessments based on ISO 27005 and IEC 

62443 methodologies.

• Deliverable:  Detailed report highlighting the various 

risks of the system, its components and processes. 

Know where to start



Implement a 

Cyber Defense




