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Background to 61850 @ Iberdrola
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E3 Standard Multi VendorSystem
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Maintenance Challenges
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IED Replacement

Å Configuration is really maintenance 

Å In E3 systems means our standby staff can undertake relay 

replacement  

Å In a multivendor system we will need the propriety tool in order to 

upload the configuration file 

Å This is a challenge to our maintenance 

philosophy 

Å Solution could be IEDs configured 

directly from XML files   

https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjH7J2eoJ_WAhXHPxQKHdAID68QjRwIBw&url=https://www.123rf.com/stock-photo/electrical_engineer.html&psig=AFQjCNHdOx0w2tBkTDXlsLbdAyKO6Wublg&ust=1505292054127191
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjH7J2eoJ_WAhXHPxQKHdAID68QjRwIBw&url=https://www.123rf.com/stock-photo/electrical_engineer.html&psig=AFQjCNHdOx0w2tBkTDXlsLbdAyKO6Wublg&ust=1505292054127191
https://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwjH7J2eoJ_WAhXHPxQKHdAID68QjRwIBw&url=https://www.123rf.com/stock-photo/electrical_engineer.html&psig=AFQjCNHdOx0w2tBkTDXlsLbdAyKO6Wublg&ust=1505292054127191
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Further 61850 Maintenance Challenges 

ÅMulti Vendor Multi Edition System where New IED 

platforms are accompanied with New Software tools = 

Management and Operation of Tools V. Challenging 

ÅTraining Stipulated in Framework Agreements

ÅApplication Virtualisation

ÅGood Config Management in Multivendor system but

currently falling short of E3

Å Automatic Substation

Restoration

Å Automatic Transformer

Transfer 

Å Automatic Line Transfer 

Å Neutral Protection Transfer 

http://www.google.co.uk/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=0ahUKEwj8yu3Z8sPWAhUBahoKHcJOBmAQjRwIBw&url=http://www.geese.cc/&psig=AFQjCNFywLjuqWgHWH_rjKsSFGcYc10fpQ&ust=1506551160231341
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SINAI

WHAT KIND OF ENTERPRISE SYSTEM CAN 61850 FACILITATE?
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Fault Identification 

Å SCADA notifies SINAI which 

launches call to IED 

Å Uses relay fault report to show 

the  Control Centre fault type, 

magnitude and  protection unit 

tripped 

Å Results in Less stress on 

system after high energy 

permanent faults and quicker 

identification of medium 

voltage coupling errors  

Å IEC61850 has no standard 

format for Trip Summary 

Reports 

Correct Trips 7 30

Incorrect Trips 8 18
Broken Jumper or Downed 

Conductor  2 4
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Incidents Trips Calculated

0-100 km

Error <30% Error <10%

A 19 130 55 (42%) 8 (6%) 3 (2%)

B 14 136 55 (40%) 18 (13%) 3 (2%)

How does 61850 help with Fault Localisation

Suggestion is certain MV multifunction line IEDs are not 

prepared for accurate Distance to fault calculations 

1. Load Current upon reclosing not same as pre-fault load current 

2. DC component Offset, Inrush Effect 

3. Phase Angle Measurement Error and Capacitive Loads 

Iberdrola aim to solve this through the use of a 

oscilograph analysis module in the SINAI 

system 
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Can 61850 help with Restoration of Service 
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Condition Monitoring 

Even with IED Self Supervision we have gaps to monitor the IED 

Microprocessor Output, Transistor  Driver Circuit and Relay Output 

Contact  

New Failure Modes

Switch failures need to be detected!  

Å Failures affecting measurement or trip outputs have not activated

Watchdog (1.8%Relay Failures) 

Å Not all IEDs have VT & CT supervision (0.5% Transformer Trips) 

Å Detection of Measured Values imbalances, Loss of Settings and 

Microprocesser Alarms 

Å Alternate use of the Trip Coil for Switching Operations 

Å
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Failure Mode %Failures

Capacitor 58%

Memory 8.7%

Diode 3.1%

Circuit Board 3%

Screen 1.4%

OtherFailures 25,8%

IED Failures 

Å Reduction in Failure Rates of 50% 

after preventative replacement of 

capacitors   

Å These campaigns have taken place 

in 31%  of IEDs 

Å Difficult to identify which capacitors 

are going to fail before the alarm 

Å Large Population IEDs >20 years

Å 61850 Logical Nodes which monitor 

analog signals such as temperature 

and input voltage

61850 Logical Nodes present a great opportunity to 

eliminate preventative component replacement, 

increase IED reliability and optimize life cycle 
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PAC System Interconnection Monitoring 

Å 14% of Protection System  Anomalies 

caused by Faults in Cabling  

Å Goose Interconnections can be 

continuously monitored  

Å Physical or Logical Link failures will trigger 

Communications failure alarm to SCADA 

and locate the problem on the HMI screen   

Å UCS monitors sending and receiving of 

GOOSE  

61850 has allowed us to close the gaps in 

supervision by monitoring the interconnections


