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Unified Configuration & Documentation 
Applying a unified configuration and documentation approach to the 
engineering and operation of multi-vendor multi-edition IEC 61850 systems
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SUBNET Solution Inc. Overview

Å Software Company focused on Electric 
Utilities

Å Headquarters: Calgary, Alberta

Å In Business for over 25 Years

Å Core Expertise

ï SCADA Protocol Data Communications, 
Security and Substation Integration and 
Automation

Å Private Held

Å Large Electric Utility Client Base

ï 300+ Electric Utilities, 50+ Vendors

Å Products used in over 30 Countries Worldwide

SUBNET

Canada/US Locations

Mexico

SUBNET International Locations

South Africa

Australia
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Key North American Users of
SUBNET Unified Grid Intelligence

SUBNET IEC 61850 Projects Worldwide
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Single Vendor IEC 61580 Interoperability = OK
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What about Multi-Vendor IEC-61580 
Interoperability

?RelayRelay Relay

IEC-61850

Gateway HMI

The complexity of multi-vendor multi-edition systems
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Recent IEC 61850
Interoperability Panels/Demonstrations

ÅUCA: IEC 61850 IOP in April 2011

ÅUCA: IEC 61850 IOP in October 2013

ÅCigre: IEC 61850 IOP in 2014

ÅUCA: IEC 61850 IOP in October 2015

ÅUCA: Scheduled IEC 61850 IOP in October 2017



www.SUBNET.com © Copyright 2017 SUBNET Solutions Inc.

IEC 61850 Interoperability 2011

ÅReport: IEC 61850 IOP, Paris, France UCAIug-63-111Rv1.pdf

ïIssues found between vendor files
ÅIncorrect initialized values 

ÅIssues found between vendor implementations

ïSupport of Integer 128 issues

» Lƴŀōƛƭƛǘȅ άǘƻ ƳŀǇκǎǳǇǇƻǊǘ ǎǳŎƘ ŀ ǾŀƭǳŜ ƛƴ ǘƘŜ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴǎ 
ƳŜƳƻǊȅκŀǇǇƭƛŎŀǘƛƻƴέ

Åά±ŜƴŘƻǊ ! ŀǘǘŜƳǇǘŜŘ ǘƻ ƛƳǇƻǊǘ ŀƴ {/5 ŦƛƭŜ ŜȄǇƻǊǘŜŘ ōȅ ±ŜƴŘƻǊ .Φ 
! ǇǊƻōƭŜƳ ƻŎŎǳǊǊŜŘΦέ

ï Diagnosed to be an unsupported XML Namespace issue
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IEC 61850 Interoperability 2013

ÅReport:http://www.ucaiug.org/Meetings/CIGRE_2014/USB%20Promo%20Content/

UCAIug/UCA%20Users%20Group%2061850%20IOP%20Report%2028012014f.pdf

ïά9ƴƎƛƴŜŜǊƛƴƎ ŜŦŦƻǊǘǎ ǊŜǉǳƛǊŜŘ ǘƻ ƛƳǇƭŜƳŜƴǘ ǘƘŜ ǎǘŀƴŘŀǊŘ ƛƴ ŀ 
ǎǳōǎǘŀǘƛƻƴ ŀǊŜ ƘǳƎŜέ

ïάDǊƛŘ ƻǇŜǊŀǘƻǊǎ ŀǊŜ ŦƻǊŎŜŘ ǘƻ ǳǎŜ ǎǇŜŎƛŦƛŎ ǾŜƴŘƻǊ ǘƻƻƭǎ ǘƘŀǘ ŀǊŜ 
not optimal in a multi-vendor environment and train staff to use 
ŀ ǿƛŘŜ ǊŀƴƎŜ ƻŦ ǘƻƻƭǎ ǘƻ ŎƻƴŦƛƎǳǊŜ ǘƘŜ ǎȅǎǘŜƳέ

ïά! ŎƭŜŀǊ ƳƻǾŜ ōȅ ǘƘŜ ƳŀǊƪŜǘ ǘƻ ŀ ǘƻǇ-down approach using 
standardized third-ǇŀǊǘȅ ǘƻƻƭǎ ƛǎ ƴŜŜŘŜŘέ
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IEC 61850 IOP 2013

Å61850 Standard Issues from the report:
ïSCL
Åά95Φмκ95Φн Ŏƻ-existence in a single SCD ŦƛƭŜέ

Åά/ƭƛŜƴǘ ǊŜǇƻǊǘƛƴƎ ǎǳōǎŎǊƛǇǘƛƻƴέ

ÅάDhh{9 ǎǳōǎŎǊƛǇǘƛƻƴέ

Åά{± ǎǳōǎŎǊƛǇǘƛƻƴέ

ïNetworking
Åά±[!b ¢ŀƎ л ǎǳǇǇƻǊǘ ƛƴ ǎǿƛǘŎƘŜǎέ
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Incorrect SCD/CID File Formats

ÅCIGRE 2014:

ïIssues with Major Relay Vendor CID files

ÅProblem: Vendor tools create incorrect CID file formats
ïIssue: Found several instances of missing DOType, DAType, 

ENUM, and ConnectedAPdefinitions 

ïIssue: Point IDs created to be too long and incompatible with 
certain 61850 server driver implementations 
<DOTypecdc="ACD"id="SIPROTEC5_DOType_ACD_NonPhsSel_Without_DirRouting_V05.00.07_V02.0
0.00άҔ

ÅSolution: Vendor enhancement requests
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Observations from IOP Results

ÅIOPs focus on newly-introduced features

ÅCommunication interoperability has improved 
over time: Fewer problems observed

ÅSCL compatibility / interoperability seen is a 
major remaining area for improvement
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Observation

ÅIEC 61850 specifies or uses several protocols

ïMMS

Å/ƭƛŜƴǘκ{ŜǊǾŜǊ ά±ŜǊǘƛŎŀƭέ ŎƻƳƳǳƴƛŎŀǘƛƻƴ

ïGOOSE & SV

ÅPeer-to-ǇŜŜǊ άIƻǊƛȊƻƴǘŀƭέ ŎƻƳƳǳƴƛŎŀǘƛƻƴ

ïSCL

ÅData sharing between tools
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IEC-61850 Defines a Standards-Based Approach 
to Configurations with SCL

SEDSystem Exchange Description

SSDSystem Specification Description

SCDSubstation Configuration Description

ICDIED Capability Description

CIDConfigured IED Description

IID Instantiated IED Description

Based on Standards
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Determining the optimal application of unified 
configuration and documentation tools


